mn today's world, security of sopply has many meanings, Guarantesing
w ol product w0 customers, ensuring receipt of necessary row materials,
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seclirity regulations that will apply to paim and coatings companies as well.

eapite the challenges these issues present, the paint and coatings sector has
made a strong commitment to identily needed actions and (ollow through
with the implementation of comprehensive progeams (o minimize the Tikeli-
bl of the ocoamence of anv Lype of problems,

All sectors of the chemical indusiey Like sericusly the issue of maintaining
security at thelr own facilities and for any transportation systems they unlize,
' The paint and coatings industry is no exception. Irade assoriatons such as
the National Paint and Coatings Association (NPCA), the Amencan
Chemistry Council (ACGE), the Synthetic Organic Chemical Manulaciurery
Association [SOHCMA], the National Awsodation of Chemical Thstributors
[ A, and the National Petrochemical & Refiners Assoctation [NTRA)
hawve developed various guidince documents 1o help their members imprle-
meitl and maintain security programs, with implementation often necessary
tor continued mernlwership,

The voluntary efforl by the industry has been extensive, Tlhe NPPCA, as part
‘ ol i1s Coanngs Care® program, has established both a vansporation code
and a security code for its members to implement. The wansponation code
includes, for example, practices for selecting and audiling camiers, issues io
consider when selting up distribution facilities, risk management tips, rec-
ommendations tor evaluating and managing invenlories, cimergency re-
sponse procedures, and training guidelines for hazardous matenials trans-
port. ‘The group's secunty code covers both site security and security of
supply issues as well, and there s some overlap wilh the transportation
code
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NPCA is a partner in the Responsible Care® prograrm
aunched by the ACC, which also has disuibulion and
security dodes. SOCMA’s ChemSiewurels® program, in-
troduced at the end of 2005. places a strong emphasis
on implementing appropriale security measures, The
Responsible Distribution Process™ {RDP} from the
NACD includes extensive guidelines for its membets as
well. NPRA, together with the American Perroleum
Institute (API), developed a Security Vulnerability
Assessment Methodology approved 1y the TLS.
Department of Homeland Security {DHS) for use in
the petroleum industry, and holds frequent workshops
on security for its members. 1 adidition to these volun-
tary efforts, a large percentage ol NIP'RA and ACC merm-
bers also meet the requirements of the Maritime
Transportation Security Act (MTSA}, the LIS, Coast
Guard-administered program for chemical facility secu
rity at facilities with docks. In fact, many companies
implement security programs at all facilities whether
they are required to or not.

Despite the success of trade groups Lo tncrense secu-
ity measures at member compranies, many in the
chemical industry and the federal government would
like to see national risk-based performance standards
established. Both the U.S. Hrnise and Senate bive re-
cently taken up legislation that gganis HS the author-
ity to oversee chemical plant site securily.
Representative Pete King (Repullican-MNew York), the
chairman of the House Comunitlee on Homeland
Security, has indicated that Congress will also be ad-
dressing security issues associaled with the transpoity
tion of chemicals and other hazardous materials,

Separately, an amendment to the appropriationy bill
for the DHS passed by the Senale requires the L3S 1o
issue regulations establishing minimuwm secemity stan-
dards for chemical plants and reguiring the subrmission
of security plans to the DHS, Lhese regulations would
be replaced when Congress passes coun-
prehensive legislation. It is question-
able, though, whether Congress will Tw:
able to pass such legislation this vear,
and many in the industry are wortied
that the temporary regulations ciyeld
cause serious confusion. The spending
bill is a high priority for the {lingress
and could become law by the end of
September if differences betwesn the
House and Senate versions can e
agreed upon,

Further complicating the regulatory
scene, at the end of June 2006 the DHS
published the National Infrastrucrure
Protection Plan, an “all-hazarls” ap-
proach that seeks to establish criteriu
and regulations for protecting faclities
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{plant sites and pipelines, hridges and banks, rail lines
and nuclear reactors, etc ) nol only agains) terronst at-
Lacks but also apaingt humicanes, Nres, ciminal action,
cyber hackers, and even an avian influena pandemic.
This Bluepring will be followe] with industry. specfic
protection plany later in the vear that will aftect all as-
pects ot chemical industry operations and planning, in-
cluding the design of wiure facilities.

Congress has also been linnsing on hasardows mate-
rials rail mansportation safety. 1 ligher tank conslrsclion
standards have come under debate. 'The chemical in-
dustry would Tike 1o see tank car design be part of new
reguiations that alse loous on railtoad aperalional pro-
cedures and emergency response. The THHA, which iz
wirking o ils own regulations (o enbance ant-terror-
ism security of hawnat rail transportation, agrees that
the Tewel of exposure o auack 1= not diminished Ty im-
proving the construction of railenad wnlk cars, It may,
howener, be importand for reducing the number of fatal
railway accidents involving spills of hazardous malern-
als, an issue being evaluated by the Federal Railvoad
Adinistragion,

{lony this activity will atiect individual companies in
the paint and coulings industry remains unclear ac this
point, What 1s obwious, theagh, is thal companies are
nol walling for legislation w provide the impetus for
taldng action. COrganizanons like Bohm and Haas, Air
Prevlocts, T1S4d MecResing, and Laness have all talen a
eIy prosdaclive approach to assessing their securicy
neeeds and implementing necessary meaasures 1o 2150
L perflormance, All of Lthese companies also have con-
tinuous improvernent efforts in place 1o maintain the
highest possible level of security tor their facilities and
transporlation operations.

Because Kohm and Haas is a lange chemical company,
it does new differentiale between types of chemicals and
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therelote does not have a separate security program for
its coalings business, 'Lhe comnpany has a corporate-
wide logistics security program and meats the securily
ol all is chemical shipments in a similar manner,
whether regulated for transpont or not. “As mempbers of
AU we ascribe 1o Responsible Care,” notes Bany
Crawlond, North Arerican manufaciuning and supply
chain directar for Archilectural and Fukcticnal
Coatings, "Owr overall safety and security plan supple-
menls the requirements of Responsible Care with best
practices gleaned from other industry sectors. We also
uses recommendalions provided by DHS, 115, Customs,
Border Pronection’s C-1PAL program, and other agen-
ries involved (o secunity and transportation,” he adds.

Rohm and | lass seoondty program covers all pans of
the diztribution system including conainer manage-
ment o1 e supply side 1o raw materdal procurement,
logistics, and manulacturing. “We put substantial time
and eflor into reviewing the capabilities of our own
sites and Implementing measeres that ensure maxi
mimn security,” explaing Crawford, 1his effort includes
gathering inpan from local groups such as the police
and fire departments and the local emnergency planning
commitier [LEPC).

The logistics crganization within Boho and Haas
has recomunended seourity programs for its supply
chain parners, including carriers, warehoses, and bulk
transfer Gacilities, These guidelines are based on DOT
recounmendations. The company adopted several new
Togistics secuity indalives to provide customers with
mproved security, Tox examply, a corporate-wide stan-
dardized procedure was implemented for properly seal-
ing containers (druns and (otes) as well as fufl trock-
losad packiged tuck, bulk tuek, rail, T8O tank, and Mull
sea container shipmens. 1o the event tha a ratlcar or

5d september 2006

tank ruck armives
with a broken ar
missing seal, the
appropriate Rohm
and Haas person-
nel are notitied
and Lhe shipment
iy evaluated Lefore
it is offloaded.

Ter determine
the mosl appTopt-
ate procedures, the
company makes
crlensive use of
vulnerability us-
SEHSTTICOLS, “We
have found that
role playing ol
the acting out of
many possible sce-
narios lor alt modes of transporiaton and phases of
delivery helps us (o tdenify areas where we need 1o
make IMPIOVEMENEE [0 our secoity measures, This ap-
proach is alse effective when worling with customers
and suppliers,” Crnwford states.

Holding detlls and comducting role-jlayving exercises
lao keeps evervone shacp. “Complacency can hecome
an issue when there are extended perods of time with-
ouf any kind of threal. The perception (har paint mate-
rals are non-hazardous can compennnd the issue as
well, RBohin and | Laas 18 continually striving to ensure:
Ll secumity is taken serionslv—swithin our own com-
pany abd al irnspontation and logistics companies as
well—and that complacency does ot set in anywhere
in the sepply chain ”

Lurricanes Eamina and R demonstraled how
valuable contingency planning can e, according o
Crawlord, Because Bolim and Haas had plans in place
1o address such a situation, cusiomens experienced 1#-
tle or no distupticn n supply, even thengh one plant
sulTered some problems as o result of the storms, “Our
hard work and effort came to faition,” says Grawlord,
Fven s, the company is comstantly relining its system
and leoking fur ways to loprove. "Ofien e,
changes in simple actions will help improve our e
sponse capabilities and enable us to be wmore prepared
in the future.”

I the wake of Hurricanes Kalvioa and Rita, Air
Products also revamped i hunicane preparedness
and boosled spplies and eguipiment at plants located
in the potential path of a humicane, aceording o Bill
Keach, global director of procesy safety integrity at Adr
Froducts. Salellile phones have heen provided Lo key
personne] such as slorm-ride-oat crevws Lo avold com-
munication problems, The company has ncreased il
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lestel time for shurting down plaots in advance of a ma-
J0r slerm as well

These activities are only pant of Air Products’ pro-
grams 1 ensore security of supply. Tollowing the ai-
twles of Seprember 17, 2001, the company formed a
global tramsportalion security task foree made up of
professionats in the disuibution, security, and process
salety disciplines. The team completed Securite
vulnerability Assessments (5VAs) oo Alr Froducs” own
and contracted tleet, comumon carriers, and inlerna-
tiomal shipments. “As a resull of these assesyments, we
developed and implemnented wanspoation seonity
standards aimed at improving the security of our ship-
ments and implemented a (ramsportation tracking jro-
gram for shipment of hazardous matexials, ™ explains
Foch. ln addition, emplovees and handlers of chemi-
cals have been trained on b to recognize and ee
spond 1o potentia] securicy threats,

Kowh notes thal one of the challenges the industry
will be [acing in the LS. is the movement to increase
secmity of | LAYMAT shipments, Legislation is being
proposed at the ciy, state, and federal levels, “Trodirct
Stewardship has taken on additinnal meaning. oo
omly refers o ensuring thal our customers can safely
use e products, bul for HAZMAT materiais, il also
means making sure thal customers propetly secure
them as well” he says,

For TXSM NeoResins, human resource and infra-
SIUCTUre issaies are key concerns. “ln (the TLS,, we are
very dependent on raw material production facilities
located in the Gull Ceoast region as well as some male-
rials {both mw materials and finished goods) from
tneerseds, We are also very dependent on the trucldang
industry tor deliver these products. 'The cuttent deiver
shortage is o challenge and it is projected 1o get worse,”
slales bdike Strong, supply chain aciivities manuger fog
Db NeoResing, To avold potential problems, the com-
pany carries additional sately sioclo of key row materials
and finished produces 1o ensure that delavs in the sup-
ply chain [rom namaral disasier, strikes, ete will have a
lesyer impart.

Ihere are also challenges tor be faced witl regard o
waterways shipment of painls and coatings. “The iniia
simcture of the L% ponis is forecasted] to become 2
majoe probrlemn in the tuitre a5 the volume of imporn
and export shipments continues bo increase,” Smong
ntes. He acdds that security at the ports will also have
to be lmproved. “We expec thal in the fulure there will
negd to be some method for analyeing the conents of
all crmmiainers cotering the 11.5."
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Recerving material cn site iz anolher issue, Air
Products conducts a complele safety/ security inspection
of all incoming railcam and trucks 1o ensuee (hat they
are safe to enter the [acility. TISM NenResing uses com-
e carriers exclusively (oo company owned trans-
porty and has an extablished systemn for verification of
driver IDs and [IAZMAT centification prior to allowing
wvehicles ler enter any company sites,

Information technology is ferunately making it pos-
sible to have more control over HAYMAT shipments,
"We have required that HAZMAT carriers provide us
with access o their logistics detabases so that we can
track the shipment of our producs,” Koo says. Placing
global positioning sywems (GPS) on HAZMAL vehicles
b also been very benelictal. Carmiers now have access
to continuous real-time indermalion aboul their vehi-
cles throughout their operaton.

The adoption of radio frequency identification
{RFID] Ty the chiemical indostry could also lead to e
duced securily risles as well as lower mansporiation and
hanilling costs. RFID tags programroed with a unigue
identification mimber can be read by proximity scan-
ners throughout a distribution route, allowing manu-
facturers, camiers, and customers Lo much more dosehy
track the delivery of chiemicals. Most importantly, the
tags can. be 1ead from several yards away so no inferac-
tlon (or interfepence) with the producl is necessary lor
tracldng purposes. Inadditon, advanced Lags can mon-
itor arwl report epvironmental conditions, RELID siim-
dards tor e chemnical indusiny are to be evaluated Later
in 2004,

As techmology conlinues to advance, the indusiny
will be able 1o pursue more extensive seonmity plactices
that wifl further ensure thal the production plants and
traltsproTlarion sysiems in the paint and coatings indus-
try—and the chemical indusery overall- -remain well
profected from patural and unnetoral disaslers. Tarther
cooperation by indusiny with the Depanmaent of
Homeland Secarity on the developnient and fmple-
mentation of natlonal standards for chemical plant site
and Wwanéporiation security performance witl afso en.
ahle companies Lo wssess vodneralyilities and establish
e maost effective security plans possilile. @

Anthory mover Trapspartalion security i o very senst-
tive fopic for numerous redions T want 1o personatly
thark these companies thar were willing Lo share their
thowghts on fhe subject for this arficle,

Septernber 20048 55



	security pg52
	security pg53
	security pg54
	security pg55

